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Document Purpose
This document outlines a structured approach to ensuring reliable and verifiable carbon
emissions data for small and medium enterprises (SMEs) as part of the Perseus project.
The framework is designed to provide financial institutions, carbon accounting
platforms, and SMEs with a system for validating emissions data, which is essential for
sustainable finance and compliance with carbon reporting standards. The primary
objectives of this document are:

1. Define Assurance Processes and Standards: Establish robust protocols for
data collection, processing, and validation to ensure emissions data meets
accuracy, security, and compliance standards.

2. Support Financial Institutions in Green Lending: Enable banks and lenders to
assess the environmental impact of their SME clients confidently, aiding in
sustainable lending decisions by providing trusted data for risk management and
regulatory reporting.

3. Map Roles and Responsibilities Across Stakeholders: Clarify the roles of data
providers, carbon accounting platforms, banks, and SMEs in maintaining data
integrity, ensuring accountability at each stage of the emissions data lifecycle.

4. Address Risks and Compliance Needs: Identify and mitigate potential risks in
data handling, privacy, and accuracy to meet regulatory requirements and
enhance transparency.

This document serves as a comprehensive guide for deploying the Perseus Assurability
Framework, facilitating trust in emissions reporting, and supporting the broader goals
of decarbonization and sustainable finance.
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Definitions
Carbon intensity of electricity
The carbon intensity of electricity is the measure of the amount of greenhouse gas
(GHG) emissions produced per kilowatt hour of electricity consumed (usually expressed
as KgCO2e/KWh). The carbon intensity of electricity is sensitive to small changes in
carbon-intensive generation. Carbon intensity varies by hour, day, and season due to
changes in electricity demand, low carbon generation (wind, solar, hydro, nuclear,
biomass) and conventional generation.
https://www.nationalgrid.com/stories/energy-explained/what-is-carbon-intensity

Limited Assurance
Limited assurance provides a lower level of confidence compared to reasonable
assurance. The procedures performed are less extensive, typically involving inquiry and
analytical review rather than in-depth testing. In a limited assurance engagement, the
auditor or verifier performs fewer tests and procedures, focusing on reviewing
information rather than thorough verification. The aim is to identify anything that is
obviously incorrect, but the scope is not sufficient to detect all possible misstatements.
Its conclusion is usually stated in a negative form, such as: “Nothing has come to our
attention that causes us to believe the information is materially misstated.”

Reasonable Assurance
Reasonable assurance provides a higher level of confidence that the subject matter is
free from material misstatement. It involves more thorough and extensive procedures
compared to limited assurance. In a reasonable assurance engagement, the auditor or
verifier performs more detailed tests and procedures, including gathering sufficient
audit evidence, conducting in-depth testing, and corroborating information with
independent data. The auditor certifies that the reporting is sufficiently robust and fully
complaint with the reporting requirements and standards (e.g. IAASB Reasonable
Assurance Standard ISSA 5000 and ISAE 3000). The conclusion is typically expressed in a
positive form, such as: “In our opinion, the information is free from material
misstatement.”

Impact calculation
A primary aim of the Perseus Scheme is to enable an investment’s net zero impact to be
reliably quantifiable. Given that the data flow from meters is continuous, having reliable
data will enable SMEs to benchmark their real emissions and then, with the support of
carbon accounting providers, banks and lenders can invest in reducing them. The
Perseus Scheme can be utilised to provide ongoing measurement, reporting and
verification of the impact on emissions based on the financial interventions made by
financial providers such as banks and lenders.
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1. Executive summary
There are more than 5.5 million SMEs in the UK, accounting for around half of the2

country’s business greenhouse gas emissions. As regulation drives mandatory
reporting for banks (and others) of financed and facilitated emissions (Scope 3, Category
15 ), there is a material risk that inaccurate, misaligned or non-comparable reporting3

data is delaying investment, an opportunity which trusted data can address.

Since carbon emissions reporting is a burdensome process (in time and money) for
SMEs, this leads to disengagement, concerns about costs, confusion over the number
and types of solutions that exist, a lack of trust in compliance requirements, and
distractions from their core business. Many are losing trust in the processes and are
disengaging or operating in misaligned silos.

There is no commonly adopted and cohesive process to follow when reporting
emissions, especially for SMEs reporting. Many reports are often based on inaccurate
estimates. SME stakeholders, including banks and corporate customers, therefore, are
using low-quality data that is not comparable, reliable or actionable. A major barrier to
SME engagement is that the burden of reporting falls to them.

This issue not only affects SMEs: assurance professionals have reported it is difficult to
apply professional assurance to current market practices, such as for green bonds . To4

provide assurance, independent assurers first need objective, consistent assessment
criteria to be established. Many reporting standards focus on recommendations and
principles, not explicit criteria.

The purpose of the Perseus Assurability Framework is to deliver sufficient information
on the sources and processes of deriving SME emissions data to enable FSPs to build
towards reasonable assurance that the data may be relied upon for lending,
compliance and reporting.

Perseus Assurability provides a framework to ensure the accuracy, reliability, and
integrity of data used in calculating the carbon emissions footprint of SMEs, and to do
so in a comparable, consistent manner. It enables scalable, consistent assurability of the
data ecosystem: it does not aim to provide direct assurance of the calculations
(although such risks will be lowered) or impacts, as that is the role of audit and
accounting professionals. The framework covers the entire data flow, from electricity
carbon emissions factors through its generation, to consumption and associated carbon
calculations, ensuring that each stage is validated and compliant with established
standards. The end-goal is to deliver accurate, trustworthy and streamlined emissions
reporting that supports the SME sector's transition and access to capital towards a
net-zero future.

4 https://icmagroup.org/sustainable-finance/the-principles-guidelines-and-handbooks/green-bond-principles-gbp
3 source: GHG Protocol and PCAF

2

https://www.gov.uk/government/statistics/business-population-estimates-2023/business-population-estimates-for-the-uk
-and-regions-2023-statistical-release
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Reference schematic
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1.1. Key Components
To move real-economy grade data towards a financial-grade auditability framework we
must address:

● how data integrity, security and accuracy will be maintained
● What criteria and thresholds are required to reach reasonable assurance
● how risks and errors will be managed
● how compliance will be measured, reported and demonstrated
● how the methodologies will be defined, codified and implemented at scale
● who is responsible, accountable and liable for implementation, verification and

its oversight

1.2. Validating the data provenance and flow
In the context of the Perseus Scheme we begin by mapping the data value chain,
detailing the risks and processes for validation at each node.

● Validity of data providers
○ Risks: Lack of legal redress, uncertainty as to data sources and processes
○ Validation: Data processing carried out by verified organisations,

contracts in place to enforce correct processing, organisational identity
verified with each data exchange, verifiable history of data processing
organisations provided alongside the data

● Permission to process data
○ Risks: Exposure to GDPR, security and other data protection challenges,

particularly where SMEs are sole traders
○ Validation: A verifiable chain of permission for consumption and

emissions data processing from the SME is available at the time of receipt
● Electricity carbon intensity data: Data is sourced from the National Energy

System Operator (NESO).
○ Risks: Potential inaccuracies, such as incomplete data, errors in carbon

intensity, and incorrect calculations of grid average emissions.
○ Validation: Current validation includes internal checks and periodic

external assurance (e.g. ISAE 3000) to provide confidence in data
accuracy.

● Electricity import data: Collected via SmartDCC, IoT platforms, and commercial
aggregators.

○ Risks: Inaccurate data transfer, incorrect MPAN association,
inconsistencies with settlement data, and restricted data access.

○ Validation: Includes SOC1 / ISAE 3402 / 3000 assurance and SOC2 for IT
security, or equivalent and relevant reports, with future enhancements
involving a control framework and corroboration with payment data.

● Carbon Calculation: Performed by carbon accounting providers based on the
electricity carbon intensity and the emissions factors.

○ Risks: Inaccurate or incomplete data from providers, incorrect or
misalignment in emissions calculations, and meter read inconsistencies.

○ Validation: includes establishing a control framework, setting minimum
standards, and ensuring data completeness, accuracy and consistency.
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● Impact Verification Actors: Performed by actors including carbon accounting
applications and banks and lenders.

○ Risks: Inaccurate or incomplete data from providers and/or their
customers.

○ Validation: Outside scope of the Perseus Assurability process

The purpose of Perseus is to accelerate green lending and financial support, by enabling
real-economy data to drive financial-grade decisions. The target outcome is for
reasonable assurance to be applied to impact calculations and their supporting data
flows.

The Perseus Assurability Framework must ensure that banks and lenders have
information with the highest integrity available to reach reasonable assurance for the
SME carbon emissions data they use in their impact calculations.

Perseus prioritises sensor-based and machine-to-machine data, including common
codification (in software applications) of the calculation methodology. It minimises the
use of human-entered or re-keyed data and therefore the potential for human error or
inconsistencies, however it does not remove the potential for errors. Its implementation
is designed for automation and scalability.

The process of audit should utilise both human cross-checks on sample sets, and test
suites that automate both continuity analysis, error detection and outlier cases.

1.3. Scope and depth for Reasonable Assurance

Reasonable assurance involves a comprehensive examination of the data, including
detailed testing and validation, to provide a higher level of confidence that the
information is accurate and free from material misstatement.

● Role of Impact Calculation: For reasonable assurance, the impact calculation
process is integrated into a broader, more rigorous assurance framework. The
data flows, from carbon intensity emissions factors to consumption and final
impact calculation, undergoes thorough validation and auditing, ensuring that all
metrics and calculations meet the required standards of accuracy. This includes
corroborating the data sources, testing the calculation methodologies, and
verifying the final impact output metrics.

●
● Bank and Stakeholder Use: With reasonable assurance, banks, lenders and

other stakeholders can have greater confidence in the data when making critical
decisions regarding lending, risk management, and compliance with ESG
standards. The comprehensive nature of reasonable assurance means that the
data and impact assessments can be relied upon for formal reporting, regulatory
submissions, risk-assessed lending and the development of sophisticated
financial products tied to sustainability outcomes.
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1.4. Provenance
Provenance is a record of where data came from, the entities who collected and
processed it, and what processing was performed. The record may contain additional
information to enhance the assurability of the data, such as quality and trust indicators.

Perseus uses provenance to provide verifiable, assurable information to financial
institutions alongside SME emissions data, specifically to enable banks to reach
reasonable assurance about the data for the purpose of lending and compliance.

1.5. Identified user needs for assurance design

All parties have expressed a need to build trust with their users, customers and
suppliers.

Technically, for the pilot, machine provenance is addressed.
Assurability is a combination of the contractual processes and machine provenance.

Financial Service Providers
Banks and lending institutions have expressed their needs to enable better risk
management, and that improving the assurability of the data they use for green lending
towards reasonable assurance is a key intervention to enable this. Successfully
implemented, this will reduce lending risk and maximise the capital flow towards SME
decarbonisation that is verifiable. Lenders have also defined a need to have
comparable data that is based on a harmonised approach to baseline carbon
footprinting.

Carbon Accounting Providers
Carbon accounting providers have expressed their need to provide assurable evidence
of the accuracy and integrity of the data they provide to banks. They have also
expressed a need to reduce operational friction in gathering , managing and processes
raw data in a consistent, reliable and scalable manner.
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2. Risks, issues and responsibilities

Below is a detailed identification of potential risks and issues at each stage of the
Perseus Assurance process, along with assigned responsibilities to ensure risks are
effectively managed and mitigated.

2.1. Risks
Area Risk Description Responsibility

Electricity
Generation Data
Collection

Risk 1 Inaccurate or Incomplete Data:
Errors in electricity generation
data (e.g., missing data points,
unit conversion errors,
double-counted units) could lead
to incorrect carbon calculations.

NESO and DNOs are
responsible for ensuring data
accuracy through internal
validation processes.

Electricity
Consumption Data
Collection

Risk 2 Data Transfer Errors:
Consumption data may not be
fully or accurately transferred
from smart meters via the
SmartDCC network, IoT
platforms, or aggregators.

SmartDCC, IoT platforms, and
aggregators must implement
robust data transfer protocols
and validation checks. The
Perseus Steering Group
ensures these entities meet
established data accuracy
standards.

Risk 3 Incorrect MPAN Association:
Data might be associated with the
wrong Meter Point
Administration Number (MPAN),
leading to inaccuracies.

SmartDCC and aggregators are
responsible for ensuring
accurate MPAN associations.

Risk 4 Inconsistent Data with
Settlement: Meter readings used
for carbon calculations may not
match those used for settlement
or invoicing, leading to
discrepancies.

Data providers (e.g., DCC
Users, IoT platforms) and SMEs
must ensure that usage or
consumption data is consistent
with payment data. The
Perseus Steering Group should
facilitate corroboration checks.

Risk 5 Non-Compliance with Technical
Standards: Failure to comply
with existing technical standards
or to establish necessary new

AG2 should review existing
standards and determine if
additional assurances or
standards are needed. Vendors
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ones could undermine the
assurance process.

and data providers must
comply with all relevant
technical standards.

Risk 6 Smart Meter Data Quality:
Variability in the quality of smart
meter data, predominantly due to
missing readings, may cause
inaccuracies in emissions
calculations.

Data providers (SmartDCC, IoT
platforms) are responsible for
ensuring the highest possible
data quality. The Perseus
Steering Group should work
with these providers to address
known issues and improve
data quality and reliability.

Data Processing
and GHG Emissions
Calculation

Risk 7 Calculation Errors: The carbon
calculations performed by
vendors may not align with GHG
Reporting Framework standards,
resulting in inaccurate emissions
reports.

Vendors are responsible for
implementing and following
the correct calculation
methodologies. The Perseus
Steering Group must set
minimum standards and
require vendors to obtain
third-party assurance of their
calculation processes.

Risk 8 Data Integrity Issues: The data
used for calculations may be
compromised during processing,
leading to inaccurate outputs.

Vendors are responsible for
maintaining data integrity
through secure and validated
processing systems and data
management. The Perseus
Steering Group oversees the
implementation of data
integrity standards and
assurance processes.

Data Reporting and
Feedback

Risk 9 Inaccurate or Incomplete
Reporting: Emissions reports
provided to SMEs or regulators
may contain inaccuracies due to
errors in data or calculation.

Vendors must ensure that
reporting tools are accurate
and aligned with regulatory
requirements. SMEs and the
Perseus Steering Group should
verify the accuracy of reports
before submission.

Risk 10 Privacy and Data Use Concerns:
There may be risks related to the

Vendors and data providers
must adhere to strict privacy
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privacy and appropriate use of
data, particularly in how
information is shared and stored.

standards and obtain
necessary permissions for data
use. The Perseus Steering
Group should establish and
enforce privacy requirements
and guidelines.

Stakeholder
Engagement and
Oversight

Risk 11 Lack of Clear Role Definition:
Confusion regarding the roles
and responsibilities of the
Perseus initiative and other
stakeholders could lead to
inefficiencies, conflicts of interest,
or overlaps.

The Perseus Steering Group is
responsible for clearly defining
and communicating the roles
and responsibilities of all
parties involved. Icebreaker
One, or an equivalent entity,
administers and implements
Perseus.

2.2. Risk Management and Monitoring

Ensure full integrity and project governance through:

● Continuous Monitoring: The Perseus Scheme governance continuously
monitors the identified challenges, ensuring that responsibilities are upheld and
mitigation strategies are effective.

● Regular Audits and Assurance: Regular audits, both internal and external, will
be conducted at each stage of the process to verify compliance and accuracy, the
frequency, scope and auditing firm to be confirmed.

● Stakeholder Engagement: Engagement, for example through workshops, will
be conducted to review challenges and risks, identify new ones, and assign
responsibilities where needed.

This comprehensive approach to risk management and issue resolution is designed to
ensure that the Perseus Assurability Framework operates effectively, delivering reliable
and accurate carbon reporting for SMEs.
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3. Conclusion and next steps

The Perseus Assurability Framework offers a structured approach for ensuring the
accuracy, integrity, and compliance of SME emissions data, facilitating reliable carbon
reporting and enhancing confidence in their validity among banks, SMEs, and regulatory
bodies. By addressing risks, defining roles, and adhering to recognized standards,
Perseus enables financial institutions to make data-driven, sustainable lending
decisions. This framework supports scalable and consistent assurability,and benefits
stakeholders in achieving net-zero transition.

Next Steps

1. Confirm Data Integrity and Validation Processes: Confirm data validation and
monitoring across each data collection and processing stage to ensure accuracy
and address any identified risks.

2. Further Stakeholders endorsement for Assurance Standards Alignment:
Collaborate with financial service providers, SMEs, and carbon accounting
providers to align on assurance criteria that meet both regulatory and practical
market standards for green finance.

3. Pilot Test with FSPs and Carbon Accounting Providers: Run a pilot program to
verify the framework’s effectiveness in real-world scenarios with financing SMEs,
refining assurance processes as needed.

4. Develop a Comprehensive Risk Management Protocol: Establish clear
procedures for continuous risk assessment and regular auditing to proactively
address evolving assurance needs, confirm timing, frequency and responsibilities
to ensure highest levels of governance and delivery.

5. Expand the Scope to Include Other Energy Data Use Cases and Geographies:
Explore expanding the framework to other forms of lending and financial
transactions (e.g. to include facilitated emissions, PCAF 2023), and additional
regional markets, enhancing Perseus’s scalability and applicability.

These steps will enable Perseus to meet the assurance demands of sustainable finance
and facilitate broad SME participation in achieving national climate objectives.
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Appendices
Definition of assurability
The purpose of the Assurability Framework is to establish and maintain trust.
The level of assurance required for specific data ecosystems depends on the context
(e.g. regulatory and policy landscapes, technical requirements, risk appetites, cultural
norms etc.) and must be determined collaboratively through stakeholder engagement
across the target ecosystem.

Stakeholder engagement should also aim to differentiate where certain actors, or actor
types, may have different requirements for assurance.

Limited vs. Reasonable Assurance
Limited Assurance and Reasonable Assurance are two different levels of assurance
provided in the context of audits, reviews, or data verification.

They differ in the depth and scope of the procedures undertaken and the level of
confidence provided.

Limited assurance,
● adds a layer of verification by contextualising the greenhouse gas (GHG)

emissions data, allowing for a preliminary assessment of environmental impact.
This can help identify any obvious inconsistencies or red flags in the data, which,
though not officially audited, provides a degree of confidence that the emissions
data is within an acceptable range of accuracy.

● can provide stakeholders a preliminary means for risk assessment and certain
confidence in resulted decision-making, recognising that the data has not
undergone extensive scrutiny.

Reasonable assurance,
● involves more comprehensive and detailed procedures, while limited assurance

involves a lighter review
● provides a higher level of confidence than limited assurance
● gives a positive conclusion, whereas limited assurance is typically stated in

negative terms.

Areas of investigation

1. Implementation of Comprehensive Controls

To establish a robust control framework that ensures the accurate recording, storage,
and reporting of data throughout the entire process, from electricity generation to GHG
emissions calculations that will enable both assessment and verification.

2. Enhanced Stakeholder Engagement and Role Clarity
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To clearly define and communicate the roles and responsibilities of all stakeholders
involved in the Perseus Assurability Framework to ensure effective collaboration and
reduce the risk of overlap or confusion.

3. Strengthen the Validation of Data Integrity

To introduce additional data integrity validations, including the corroboration of smart
meter data with related data, in order to enhance the accuracy and reliability of the data
used for carbon emissions calculations.

4. Conduct Regular External Audits

To perform regular external audits, beyond existing SOC1 / ISAE 3000 reports, to verify5 6

the accuracy, completeness, and integrity of the data and calculations. This should
include targeted reviews of high-risk areas.7

5. Adopt and Enforce Data Quality Standards

To establish and enforce stringent data quality standards across all data providers and
processors. This will help maintain high levels of data accuracy, completeness, and
timeliness.

6. Develop a Relevant-Time Monitoring System

To implement a relevant-time data integrity monitoring system that checks for
anomalies or discrepancies, ensuring that any issues are promptly identified and
addressed.

7. Ensure Compliance with Privacy and Data Use Regulations

To incorporate strict privacy and data use guidelines within the framework, ensuring
that all data handling practices comply with relevant regulations and respect user
permissions.

8. Continuous Improvement through Feedback Loops

To establish regular feedback loops with all stakeholders to continuously refine and
improve the assurance process, ensuring it remains effective and aligned with evolving
standards and expectations.

7 Note ISAE 5000 is to launch in 2025-01 and will supersede ISAE 3000 (and is more
principles-based)

6 https://en.wikipedia.org/wiki/ISAE_3000
5 https://en.wikipedia.org/wiki/System_and_Organization_Controls
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The end-to-end data flow
Electricity emissions calculations have two primary data sources: SME electricity
imported from the grid and measured by smart meters or aggregators of meter data,
and grid carbon intensity at the location of consumption from NESO. NB: future
iterations aim to include full energy usage or consumption data (including onsite
generation).

These are processed, with the SME’s permission, by carbon accounting platforms to
calculate monthly electricity-based emissions for the SME. At the SME’s request, the
monthly emissions are provided to their financial institution for the purpose of green
lending assessments through risk and impact analysis.

Impact calculations (measurement, reporting and verification) in addition to quantifiable
financial outcomes enhances the Perseus Assurance process by converting raw GHG
emissions data into actionable insights that reflect the broader environmental impact of
an SME's operations.

This step is crucial for both SMEs and banks, as it helps SMEs understand the real-world
implications of their carbon footprint and enables banks to make more informed
decisions regarding lending, risk assessment, and the promotion of sustainable lending
practices. The data flow will not only track and calculate emissions but also
contextualises the data, making it more valuable for decision-making, reporting, and
financial evaluation purposes.

This data flow is crucial for ensuring accurate carbon reporting for SMEs within the
Perseus Assurability Framework. The following sections give short summaries of
assurance considerations for three specific elements of the data flow: electricity
generation data, electricity consumption data, and carbon calculation.

v
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Data flow

Data flow table 1.
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Data Flow Cont.

Data flow table 2.
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Detailed inputs, processes and outputs at each node

To create a comprehensive map of the entire process and information flows for Perseus
Assurance, including Transfer points between parties, we can break down the process
into key stages. Below is an outline of how the process and information flows, with a
focus on the key components and the interactions between different stakeholders.

● Electricity import data (meter data)
○ Measure: Kilowatt hours (kWh)
○ Resolution: Half-hourly
○ Input source(s): Perseus supports two classes of energy data providers

(EDPs):
■ An SEC Other User, retrieves the SME's smart meter data from

SmartDCC, reflecting the actual electricity consumption of the SME
measured at the meter.

■ A service, such as a building management system, that apportions
the SME’s consumption based on direct measurement or other
attribution, for example area occupied or headcount

○ Data: Electricity imported in kilowatt-hours (KWh) on a half-hourly basis
from SME smart meters

○ Processes
■ Validation: Electricity supplier meter readings
■ Processing: Recording and transmission
■ From smart meter data: The electricity import readings, including

gaps in measurement, are passed through unchanged as they are
received via SmartDCC

■ From shared occupancy: The consumption values are
apportioned by an algorithm, with the methodology provided
alongside the data to downstream processors

■ Usage licence: SEC code
■ Basis: Energy customer agreement
■ Purpose: Not defined in Perseus

○ Outputs
■ Transfer point: Smart meter data is transmitted to SmartDCC

systems periodically or on request from licensed data users
■ Sharing licence: SEC code
■ Role: Not defined in Perseus
■ Assurance: Not defined in Perseus

● SmartDCC
○ Inputs

■ Source(s): Data transmitted from smart meters
■ Data: Electricity imported in kilowatt-hours (KWh) on a half-hourly

basis from SME smart meters
○ Processes

■ Validation: Electricity supplier meter readings
■ Processing: Direct forwarding of meter data
■ Usage licence: SEC code
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■ Basis: SEC code
■ Purpose: Not defined in Perseus

○ Outputs
■ Transfer point: SmartDCC provides meter readings to data users

accredited under the SEC code
■ Sharing licence: SEC code
■ Role: Not defined in Perseus
■ Assurance: Not defined in Perseus

● Energy data provider - SEC Other User
○ Inputs

■ Source(s): SmartDCC API
■ Data: Electricity imported in kilowatt-hours (KWh) on a half-hourly

basis
○ Processes

■ Validation: Proof of address or access to smart meter
■ Processing: Smart meter data is processed to meet Perseus data

standards, but is otherwise unaltered from the data received from
SmartDCC

■ Usage licence: SEC code
■ Basis: SEC code
■ Purpose: Not defined in Perseus

○ Outputs
■ Transfer point: Provided to individuals and third-party systems

acting on behalf of individuals, based on proof that the requester
has access to the smart meter, or proof of address corresponding
to the registered smart meter address

■ Sharing licence: Perseus EDP-CAP8

■ Role: Energy Data Provider
■ Assurance: The Other User asserts as part of their Perseus

Scheme agreement that data provided:9

● is passed unaltered from that received from SmartDCC,
apart from reformatting to Perseus data standards

● Is correctly labelled complete or incomplete

● Energy data provider - data aggregator (e.g. building management system)
○ Inputs

■ Source(s): Measured energy consumption (grid ingress and
internal metering)

■ Data: Electricity imported in Kilowatt-hours (KWh) on a half-hourly
basis

○ Processes
■ Processing: Apportionment of consumption based on system

configuration
■ Validation: Internal processes at provider
■ Usage licence: Provider user terms

9 Add link to EDP-Other user Perseus agreement
8 Add link to EDP-CAP licence
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■ Basis: Provider user terms
■ Purpose: Not defined in Perseus

○ Outputs
■ Transfer point: Provided to individuals and third party systems

acting on behalf of individuals, based on permission
■ Sharing licence: Perseus EDP-CAP
■ Role: Energy Data Provider
■ Assurance: The data aggregator asserts as part of their Perseus

agreement that the data provided:
● is correctly labelled complete or incomplete
● is processed using one of the following methods used to

apportion the SME’s energy consumption:
○ Area occupied
○ Number of people occupying
○ Additional metering
○ Other

● Electricity grid carbon intensity
○ Measure: Carbon Dioxide Equivalent (kgCO2e) per Kilowatt hour (kWh)
○ Resolution: Half-hourly
○ Input source(s): National Electricity System Operator (NESO), Distribution

Network Operators (DNOs) and other participants in the grid balancing
mechanism.

○ Data:
■ Regional power generation provided by each participant on a

half-hourly basis.
■ Carbon intensity values for the type of generation
■ Regional power demand
■ Electricity generation in Kilowatt-hours (KWh) and Carbon Dioxide

Equivalent (CO2e).
○ Processes

■ Processing: See NESO Carbon Intensity Regional Forecast
Methodology retrieved directly from carbonintensity.org.uk via10

an API call that includes the SME’s outward postcode (the first
section of the postcode e.g. SW1). It is used without modification.

■ Validation: Data submission and processing requirements
covered by Balancing Code No. 1 .11

■ Usage licence: Balancing Code
■ Basis: Balancing Code
■ Purpose: Not defined in Perseus

○ Outputs

11 https://www.neso.energy/document/33851/download

10

https://api.neso.energy/dataset/bf3d723b-b4ae-4ec7-9fc9-e584c651a9da/resource/1d817f4c-a12
6-45c8-baf0-218bf57d37be/download/neso-ci-regional-methodology_v2.pdf
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■ Transfer point: NESO and DNOs send generation data to a
centralised data repository. Provided via an API at
https://carbonintensity.org.uk/

■ Sharing licence: Creative Commons Attribution (CC-BY-4.0)
■ Role: Carbon intensity provider
■ Assurance: Data provided without warranty

● Data Processing and GHG Emissions Calculation via carbon accounting
platforms

○ Inputs source(s): Energy data providers
○ Data:

■ Electricity imported in kilowatt-hours (KWh) on a half-hourly basis
■ Electricity imported in kilowatt-hours (KWh) on a half-hourly basis
■ Electricity tariff in UK Pounds per kilowatt-hour (£/kWh) on a

half-hourly basis
○ Processes

■ Processing:
● Production of monthly carbon emissions data due to

electricity import by summing the product of the half-hourly
imported electricity and the corresponding half-hourly
carbon intensity

● Analysis of tariff & exported electricity information to
provide tariff and on-site generation recommendations

● The SME's carbon footprint is calculated based on the
electricity consumption data (from the energy data
provider) and the carbon intensity at the location of
consumption. This can provide the SME with an accurate
measure of its carbon emissions related to electricity usage.

● After the carbon emissions for an SME have been calculated
by a carbon accounting provider (CAP) this data is then
used to assess the broader environmental impact of the
SME's operations and potentially make recommendations.
This includes translating the carbon emissions into tangible
metrics, such as the SME's contribution to global warming
potential, carbon offset requirements and/or alignment
with industry benchmarks, transition planning and targets.

■ Validation: Data provided by current registered Perseus EDP
■ Usage licence: Perseus EDP-CAP
■ Basis: SME permission
■ Purpose:

● Calculating monthly emissions data for sharing with
financial institutions

● Analysis of tariff & exported electricity information to
provide on-site generation and tariff recommendations

○ Outputs
■ Transfer point:
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● Monthly emissions reports, with provenance, provided to
financial institutions, based on permission

● Any tariff and/or on-site generation recommendations are
provided by the CAP to the SME and not managed as part of
the Perseus Scheme

● The calculated impact data is reported back to SMEs, banks,
and other relevant stakeholders, providing them with
actionable insights and metrics that go beyond simple
carbon accounting.

■ Sharing licence: Perseus CAP->Bank
■ Role: Carbon Accounting Platform
■ Assurance: The Carbon Accounting Platform asserts as part of

their Perseus agreement that the data provided:
● has a provenance record including the EDP data sources

and the processing undertaken by the CAP
● has been calculated using the Perseus emissions calculation

methodology
● has permission from the SME to access and use the data to

perform the calculation.
● Financial Service Providers (banks and lenders)

○ Inputs
■ Source(s): Carbon accounting platform
■ Data:

● Monthly emissions due to electricity imported from the grid
by the SME

○ Processes
■ Processing:

● Banks will use the impact calculation data to assess the
environmental risks and opportunities associated with their
SME clients. This information is critical for banks in making
informed lending decisions, evaluating the sustainability
performance of their portfolios, and supporting SMEs in
their transition to a low-carbon economy.

■ Handoff: Calculated impact data is reported back to SMEs and
other relevant stakeholders, providing them with actionable
insights and metrics that go beyond basic carbon accounting. For
banks, this data supports risk management, compliance with ESG
(Environmental, Social, and Governance) criteria, and the
development of green finance products.

■ Validation: Data provided by current registered Perseus CAP.
Members can request and/or implement additional accounting
and/or audit functions as required for their own governance
processes.

■ Usage licence: Perseus CAP-Bank
■ Basis: SME permission
■ Purpose:
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● Lending decision and compliance checking for
decarbonisation lending

○ Outputs
■ Outside Perseus scope

Measures, risks and impacts

The Perseus Scheme will be monitored and updated to address real-world challenges,
policy updates and market innovation on an annual basis.

Local grid carbon intensity
Due to significant variations in grid emissions factors by time of day and geography,
electricity emissions should be calculated based on half-hourly consumption combined
with half-hourly emissions factors at the consuming location

Conditions of use

Grid carbon intensity is published by NESO at https://carbonintensity.org.uk under the
CC-BY-4.0 (Creative Commons Attribution) licence.

Identified Risks

No warranty

● Risk: NESO states :12

“National Energy System Operator's providing the Carbon Intensity API to you as
is. That means it does not come with any warranty, express or implied. No
implied warranty of merchantability, fitness for a particular purpose, availability,
security, title or non-infringement. We have made this Carbon Intensity API as
reliable as possible. But the Carbon Intensity API will not be perfect. So, we are
informing you now, it might have bugs, inaccuracies or interruptions. You use the
Carbon Intensity API at your own discretion and risk.”

● Impact: Potentially inaccurate carbon intensity

Carbon intensity methodology incomplete

● Risk: The NESO carbon intensity methodology omits key renewable energy
sources such as onshore wind and battery storage (see Notes on methodology
below)

● Impact: The true emissions for imported energy are not accurately represented

Current Assurance Measures

Validation: NESO, DNOs and other grid participants perform rigorous internal data
validation checks as part of their operational responsibilities. These checks are
embedded in their grid balancing systems, which they must maintain with high accuracy

12 https://github.com/carbon-intensity/terms
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and timeliness in accordance with their licence conditions. Full details of the data
submission and processing requirements are available in Balancing Code No. 1. NESO
itself uses the carbon intensity methodology to report the carbon intensity of its actions
(Ofgem - NESO Performance Arrangements Governance Document p54). As part of the
National Grid it can be considered a valid, assured source.

This multi-layered assurance approach ensures that the electricity emissions data used
in the Perseus project is both accurate and reliable, supporting the goal of precise
carbon reporting for SMEs.

Notes on methodology
NESO’s data for generation mix doesn’t take into account small scale solar, onshore
wind or battery energy supply. Other energy data sources factor estimates for these
into their emissions models:
● National Grid DNO has a carbon intensity map for the region of England/Wales

they cover that goes down to substation level with a lookup by postcode. They do
not appear to have published an API for this. Intensity data at this level of
geospatial granularity is not required for Perseus pilot but should be anticipated
in future

● Electricity Maps are using Elexon's BMRS generation source info along with IPCC
emissions factors and regional calculations to arrive at the national grid intensity.

● electricityinfo.org has a similar methodology but uses a different source for
emissions factors

Despite the limitation, NESO carbon intensity was selected for Perseus due to its
authoritative source, open licensing, national coverage and regional breakdown.

Electricity Import Data

The assurance process for electricity import data, sourced from market operators such
as SmartDCC, IoT platforms, and commercial aggregators, is crucial for the accurate
calculation of SMEs' carbon footprints within the Perseus Assurability Framework. This
data reflects the actual grid electricity usage of SMEs and plays a key role in determining
their carbon emissions. On-site generation, whether or not zero-emission, is not
considered by Perseus at this time.

Conditions of use

Electricity import data is covered by the Perseus Scheme license and may only be
transferred with express permission from the SME for their data to be shared.

Identified Risks

● Data Transfer Accuracy
○ Risk: meter readings may not be completely and accurately transferred

from the meter into transmission or aggregator systems
○ Impact: potential discrepancies in the recorded import data.

● Correct MPAN Association
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○ Risk: Meter readings might be recorded against the wrong Meter Point
Administration Number (MPAN)

○ Impact: Incorrect data allocation.
● Inconsistency with Settlement Data

○ The meter readings used may be inconsistent with those utilised for
settlement, invoice preparation, and ultimately, payment.

○ Impact: potentially significant financial and reporting errors.
● Restricted Access

○ Risk: Access to meter read data is restricted to protect data integrity
○ Impact: While necessary, these restrictions might pose challenges in

terms of validation and verification.
● Apportionment:

○ Risk: Where a SME uses a share of the energy imported at a location (for
example in a building housing multiple businesses), their imported energy
must be apportioned. Methodologies for this include internal metering,
space occupied as a proportion of total building space, and occupancy.
Meters may not be subject to checks, or may not fully represent the SME’s
consumption. Other methods by necessity are estimates and may not
reflect the SME’s activities.

○ Impact: Potential inaccuracy in the SME’s imported electricity data
● GDPR, Smart Energy Code and other data protection compliance

○ Risk: SME data is transferred without adequate provision for compliance
with data protection requirements

○ Impact: Liability for the provider and receiver of the data for
non-compliance

Measures

● Permission: Perseus includes legal and technical provisions to ensure that data
may only be transferred with the express permission of the SME, which can be
withdrawn at any time

● Auditability: Perseus members have the right to request independent
verification or audit by a relevant third party (e.g. auditor).

● SOC1 / ISAE 3000 Assurance: If assurance reports are currently created by
commercial actors they will address some aspects of the data handling and
accuracy processes.

● SOC2 - IT Security: The security of the infrastructure and systems operated by
DCC is validated through a SOC2 report, ensuring that data integrity is protected
against IT security threats.

Perseus does not aim to address all issues with smart meter reporting. As systems
improve around data verification within the sector, Perseus will benefit from them.
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Emission data

Conditions of use

SME emission data is covered by a Perseus Scheme licence and may only be13

transferred with express permission from the SME for their data to be shared.

Identified Risks

● Inaccurate or incomplete data from providers
○ Risk: The data received from electricity consumption data providers (such

as SmartDCC, IoT platforms, and commercial aggregators) may be
inaccurate or incomplete. This could lead to errors in the carbon
calculations, resulting in inaccurate GHG emissions reporting for SMEs.

○ Impact: Inaccurate data could undermine the reliability of the entire
reporting process, leading to non-compliance with reporting standards
and potentially affecting the SME's reputation and financial standing.

● Misalignment in GHG emissions calculations
○ Risk: The calculations performed by the system to determine GHG

emissions may not align with the expected methodologies or standards.
This could result in inaccurate reporting of carbon emissions, which may
not accurately reflect the SME’s actual carbon footprint.

○ Impact: Inaccurate emissions calculations could lead to erroneous
reporting, affecting the credibility of the data and potentially leading to
regulatory or reputational consequences.

● Inconsistency in meter reads
○ Risk: Meter readings used in the carbon calculations may be inconsistent

with those used for settlement, invoice preparation, and payment. This
discrepancy could cause inaccuracies in both financial and emissions
reporting.

○ Impact: Such inconsistencies could create conflicts between reported
energy use and actual billing data, leading to disputes or further
investigation by regulators or auditors.

● GDPR and other data protection compliance
○ Risk: SME data is transferred without adequate provision for compliance

with data protection requirements
○ Impact: Liability for the provider and receiver of the data for

non-compliance

Measures

● Permission: Perseus includes legal and technical provisions to ensure that data
may only be transferred with the express permission of the SME, which can be
withdrawn at any time

● Auditability: Perseus members have the right to request independent
verification or audit by a relevant third party (e.g. auditor).

13 Link to follow
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● Controls: Perseus represents a ‘control framework’ that ensures the validity of
the data transfer, accurate calculation of emissions profiles, the correct reporting
and sharing of results. Perseus members are responsible for

○ Data Integrity Checks: Validating that the data is sourced correctly and
remain accurate and complete during transfer.

○ Methodology Adherence: Ensuring that emissions calculations are
performed according to the Perseus definitions.

○ Accurate Reporting: Confirming that the results are reported accurately
and are shared in the Perseus format(s) with the appropriate recipients.

● Minimum Standards: Perseus sets minimum standards for how emissions are
calculated, including data integrity checks and validation procedures.

○ Assurance Requirement: Members should obtain annual independent
assurance (e.g. through an ISAE 3000 report) that their systems meet
these standards.

● Verification: Perseus members can enable consistency checks between the
smart meter data received from EDPs and the payment data received from
suppliers. This additional validation step will help ensure that the data used for
GHG emissions calculations is accurate and reflective of actual energy usage.
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Method statement

Key points

● Engagement with Stakeholders
Multiple actors are engaged in and must agree to this process, and recognize its
value. Good engagement exists across the membership through working and
advisory groups.

● Definition of roles
The role(s) stakeholders have has been clearly defined to avoid overlap or
conflicts of interest, and ensure clarity and responsibility.

● Compliance with Technical Standards
Existing technical standards have been reviewed to determine their sufficiency
and whether additional processes are necessary.

● Smart Meter Data Quality
Known issues of mixed smart meter data quality have been considered, including
the future need to address multiple sources and how to overcome such
challenges.

● Completeness Checks
Challenges in achieving complete accuracy from smart meter to grid data have
been addressed to the satisfaction of AG1 that it is sufficient to instil trust and
confidence in the process.

● Standards and Guidelines
Standard processes and guidelines for how information is transmitted across the
system have been developed and implemented.

● Assurance of Privacy
Privacy and data use limitations have been considered and deemed fit for
purpose, particularly in connection with the permissioning model.

● Map Process and Information Flows
A comprehensive map of the entire process and information flows, including
Transfer points between parties has been created.

● Risk and Issues
Workshops for the process have been held to identify risks and issues, and
responsibility assigned to ensure these risks are addressed.

● In-System Data Validation
Data integrity validations have been identified to ensure robustness across the
process.

● Assurance Needs Mapping
The needs of different stakeholders have been considered and mapped to
provide confidence to the market that the system validations are effectively
designed and operated to mitigate identified risks.
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Relevant and related Standards
The Perseus framework is supportive of, and can be supported by, a range of standards
linked to green lending, carbon report, security and compliance. At this time it has not
been formally certified against such standards, however PCAF have been an observer
and contributor to the work.

● Data Assurance & Carbon Reporting: GHG Protocol, ISO 14064, ISAE 3410
● Financial Reporting & Assurance: IFRS (ISSB), ISAE 3000/3410
● Data Security & Privacy: ISO/IEC 27001, GDPR, Financial Grade API (FAPI), Smart

Energy Code (SEC), NCSC [ten steps to cyber security]
● Sustainability & ESG Reporting: TCFD, GRI, SASB, IFRS S1 and S2 (ISSB)
● Green Finance: Green Loan Principles, EU Taxonomy
● Machine-to-Machine Data & Automation: ISO/IEC 20922, ISO/IEC 30141
● Audit & Verification: ISO 19011, SOC 2
● Codification & Methodologies: PCAF, ISO 14040/44
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