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[bookmark: _ngh5bfd1p3de]Introduction
During 2025, conversations with RIIO-2 licensee members of Open Energy surfaced uncertainty about how best to comply with the “presumed open” requirement of Ofgem Data Best Practice Guidance while also having access controls on data. A draft of this position paper was circulated ahead of a licensee working group meeting held on November 26, 2025. Following input from the workshop, this updated draft is being circulated for further feedback from wider energy data stakeholders. Open Energy members hope that all RIIO-2 licensees will benefit from a clearly-articulated position on Open Data classification and access control.
[bookmark: _4vof0yaurod2]RIIO-2, “presumed open” and the NPSA
The RIIO-2 licensees are required to “use Energy System Data in accordance with Data Best Practice guidance. In particular, the guidance will include the principle of Energy System Data being treated as ‘presumed open’”. By the end of 2023, all licensees had launched data portals to publish their Open Data.

In February 2024, in response to concerns from NPSA/NCSA about some asset datasets being indexed by Open Net Zero, Ofgem sent a note to RIIO-2 licensees titled “Assessing Open Data Release Security Risks”. It urged more consideration of potential threats when assessing whether to release data with an Open licence and prompted data publishers to consider extra controls where needed:
· Requiring user logins/registration/confirmation of organisation and identity
· Logging of data access and downloads by users
· Removing bulk download capabilities
· Removing embedded identifiers, names and related asset information
· Restrict map views to limited areas, or based on user need.

In response to the first two items, licensees implemented a registration requirement on their data portals. However, they have taken different approaches to registration and the data licence, even for similar datasets.

Regarding the choice of Open Data licence, para 3.33 of the Data Best Practice Guidance stipulates that “The licensee when making Open Data available to current and prospective Data Users, must do so utilising the latest version, or a subsequent iteration, of the Creative Commons Attribution Licence or the Open Government Licence.”. Not all licensees are using these licences.
[bookmark: _hgumtf5pz9wd]

[bookmark: _4ouvc1pcg2sq]Publication differences
[bookmark: _a80fzegvwcyf]SSEN-D Substation Data
https://data.ssen.co.uk/@ssen-distribution/ssen-substation-data
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· Registration required
· Controlled by SSE terms and conditions & privacy policy
· Option to use SSO (Google, Github, LinkedIn, Microsoft)
· Additional opt-in to consent to contact for feedback on data use
· Open Data classification
· Open licence (CC-BY-4.0)
[bookmark: _lrimxzs74b3h]

[bookmark: _9pr4rfggaha]National Grid: Distribution Substations
https://connecteddata.nationalgrid.co.uk/dataset/distribution-substations
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· Registration required
· Controlled by National Grid terms and conditions & privacy policy
· Shared Data classification
· Shared Licence
[bookmark: _l7sw75gdw5ks]

[bookmark: _54gdpivruywz]UKPN: Secondary Sites
https://ukpowernetworks.opendatasoft.com/explore/dataset/ukpn-secondary-sites/information/
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· Registration required (with Huwise - formerly Opendatasoft)
· Registration controlled by Huwise terms & conditions and privacy policy, with additional terms & conditions and privacy policy from UKPN
· Open Data classification (and Open Access rights)
· Open Licence (CC-BY-4.0)

[bookmark: _4kl7bywylt1q]

[bookmark: _62snlrbtylq5]SPEN LV Monitoring Aggregated Data & substation geopoints
https://spenergynetworks.opendatasoft.com/explore/dataset/lv_monitor/information/ 
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· Registration required (with Huwise - formerly Opendatasoft)
· Registration controlled by Huwise terms and conditions and privacy policy, with additional terms & conditions and privacy policy from SPEN
· Open Data classification (and Open Access rights)
· Open Licence (CC-BY-4.0)

[bookmark: _wuegfpmawkon]

[bookmark: _91cklit2coap]Northern Power Grid Substation Sites List
https://northernpowergrid.opendatasoft.com/explore/dataset/substation_sites_list/information/ 
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· Registration required (with Huwise - formerly Opendatasoft)
· Registration controlled by Huwise terms and conditions and privacy policy, with additional terms & conditions and privacy policy from NPG
· Open Data classification (and Open Access rights)
· Northern Power Grid Open Data License v1.0

[bookmark: _a7ejoxea3ihp]

[bookmark: _wftgahahjets]ESTF Assured Open Data (AOD) scheme
The Energy Sector Trust Framework (ESTF) Assured Open Data (AOD) scheme is intended to provide assurance to users of energy sector Open Data. Once the publishing organisation has been verified as part of joining the ESTF, it executes the AOD scheme agreement, enabling it to make legally-binding assertions (assurance levels) about the legal, procedural, technical and social measures it applies when publishing and maintaining each dataset.

Recognising that many energy sector data publishers require registration, the base level of Open Data assurance (Level 1) contains the following clause:

D1.5.3 Anonymous downloads of open data is strongly preferred, but where the dataset requires compulsory registration before download:
D1.5.3.1 Registration is only conditional on completion of a lightweight challenge necessary for technical measures to minimise spam and bot abuse, such as verifying receipt of an email
D1.5.3.2 Acceptance of registration is automatic and immediate
D1.5.3.3 Registration may only be denied or withdrawn for misuse
D1.5.3.4 The registration process does not introduce any barriers to automated downloads or API access. Access to data is identical in all respects to a simple HTTP download of a published URL or API, except for the addition of a static credential or token that does not need renewing

[bookmark: _3xouobs06p68]Position of RIIO-2 licensees
RIIO-2 Licensee members of Open Energy will adopt the following approach to licensing and access control of Open Data, and recommend it to their fellow Licensees.

· Adopt and enact the Assured Open Data definition and purpose for registration described above
· Apply it to metadata and data, meaning either or both may require registration
· Classify data requiring this form of registration as Open
· Licence data requiring this form of registration with either CC-BY-4.0 or OGLv3
· Implement information on registration forms/access gating screens making clear the purpose of this form of registration to end users and work with other licensees to align this language
· As required for compliance with UK GDPR, ensure privacy policies correctly reflect the use and protection of registration data, the length of time the data will be held, the situations where it would be disclosed
· Ensure terms of service for data portals do not contradict the Open Data licence being asserted for datasets on the portals
· Provide information in the registration process and/or the dataset listings that clearly separates Open Data “lightweight” registration from Shared Data registration requirements where registration may be used for other purposes, including limitations on access or use of the data
· Use registration as an opportunity, on a strictly opt-in basis, to provide additional benefits to users such as subscription to dataset update notifications or notifications of training opportunities
[bookmark: _q84d0c7p96x9]Amendment to Assured Open Data
Open Energy will update the definition of Assured Open Data within the Energy Sector Trust Framework with the following additional clauses for Dataset Level 1 Assurance:

D1.5.3.5 Require additional opt-in consent to use registration data for any further purpose. Data access must not be made conditional on obtaining any additional consents (e.g. use of registration data for analytics).
D1.5.3.6 If registration is only available via a third party platform (Data Controller), the third party must also comply with conditions D1.5.3.1 - D 1.5.3.5. 
D1.5.3.7 Third parties must transparently provide privacy policies and terms and conditions to the user if/where these differ from those of the Data Publisher. 


 PRIVATE & CONFIDENTIAL
v[image: ]
v2026-01-12				
image6.png
3% SSEN Website (2] 7] A Login

Scottish ‘b Ersosd DATA PORTAL

SSEN SUBSTATION DATA

SSEN Substation Data

This Data Asset is published by SSEN Distribution.

Scottish & Southern
Electricity Networks

Details of SSEN Substations, their type and identification and location coordinates for both SEPD and SHEPD licence
areas. Derived from the Shapefile data and presented separately here for convenience.

& Resources: 3 | © Metadata Updated: 3 months ago | () Data Updated: § months ago |

5 Contact | & Share

METADATA | DATA | REPORTS & DOCUMENTS | M-API

Subject Asset Core Data

Creator SSEN Distribution

Description Details of SSEN Substations, their type and identification and location
coordinates for both SEPD and SHEPD licence areas. Derived from the
Shapefile data and presented separately here for convenience.

Publisher SSEN Distribution

Contributor

Date 05 Oct 2023

Type Asset Management Creative Commons Attribution 4.0

Identifier https://data.ssen.co.uk/@ssen-distributio

Source https://data.ssen.co.uk/@ssen-distribution/d l Bl-O

Language

Coverage
Rights

1B1 Sensitivity Class
1B1 Dataset Assurance

Data update frequency




image5.png
{8 chrispointon ~

n at i O n a | g r id Datasets Data Groups About Help~

© Search help

Datasets

Home / Dataset / Distribution Substations

Distribution Substations

Additional Info

Field Value s :

Source National Grid Electricity Distribution ona Grl d E I eCtrICI
Uploaded Date January 31, 2023, 2:18 PM (UTC+00:00)

Creator H
NGED Shared Data Licence
Coverage

Contributor Digitalisation & Data

Identifier DS

Publisher National Grid Electricity Distribution

Language EN

Data Classification

Update Frequency T Month

Sensitivity Classification TBC




image4.png
Home

72,570 records

No active filters

Filters

Search records...

substationdesign

GMT
PMT

indooroutdoor

6
> More

substationalias

06001
06003

EPN-R00000000A01C-000-014Z

EPN-R00000000A01C-000-023Z

EPN-R00000000A01C-000-041Z

EPN-RO0000000A01C-000-057Z

EPN-RO0000000A01E-000-004Z

EPN-RO0000000A01E-000-012Z
> More

source

Modelled
Monitored

demand_headroom

60-80%
40-60%
20-40%

Data v  Tools &reports v  Ourstrategies v  Help Vv cp Chrianintone

UK Power Networks Secondary Sites

X f in &

@ Information ETable Q@Map Ll Analyze & Export AP

Q
Introduction
This dataset shows our secondary sites and @ number of attributes including oil natural air natural (ONAN) ratings, spatial coordinates, customer counts, whether a site is indoor/outdoor, the
54,568 address, substation name, alias and its primary feeder.
002 Note: as of 18 April 2024, we have included an additional column showing the utilisation band of the site. The utilisation bands do not indicate contractually committed capacity e.g. capacity on our
network may be unused now but expected to be used by a connection in a future year, recent acceptances which will be covered in next year's data.
1 gstructure
License  CCBY 4.0
a English
Modified 29 September 2025 14:24 .
Publisher UK Power Networks, Company number 3870728 License CCBY4.0
! Attributions  Office for National Statistics licensed under the Open Government Licence v.3.0 Con®
1 Update frequency ~ Annual
Dublin Core
1
1 Subject  Secondary Substation, Transformers, Geospatial
1 Type Collection
| Language  English
, Spatial Coverage  EPN= Eastern Power Networks;SPN= South Eastern Power Networks;LPN= London Power Networks
Relation  https://ukpowernetworks.opendatasoft.com/explore/dataset/ukpn-secondary-site-transformers/informatio
! https://ukpowernetworks.opendatasoft.com/explore/dataset/ukpn-low-carbon-technolgg
https: //ukpowernetworks.opendatasoft.com/explore/dataset/ukpn-secondary-s; Creoto r
https: /ukpowernetworks.opendatasoft.com/explore/dataset/ukpn_secondg
https://ukpowernetworks.opendatasoft.com/explore/dataset/ukpn-low-v .
59,737 disjunctive.areatudisjunctive.dnoa_result&disjunctive.secondary_site_fut Access ng hts o pe n
1,220 Source  https://ukpowernetworks.opendatasoft.com
5 ( Networks, Company number 3670728 D l d 2 4
‘Access Rights ate Issue
0265 Qgte Issued 2022 01:00
" Format  application/json, text/csv, application/vnd.openxmiformats-officedocument.spreadsheetml.sheet
22,345
8229




image7.png
ey

LV Monitoring Aggregated Data

@ Information

To access our full suite of Data Triage documentation, visit the SP Energy Networks Data & Information page.

Download dataset metadata (JSON)

Dataset Identifier
Downloads

Themes
Keywords
Language

Modified
Publisher
Update frequency
Coverage
Creator
Subject
Contributor
Type
Format
Source
Relation
Rights

lv_monitor
193

Network Usage

LV Monitors, Secondary Substations

English

3 November 2025 13:36

SP Energy Networks SC389555

Monthly

Central Belt and South of Scotland; North Wales, Merseyside, Cheshire and North Shropshire
SP Energy Networks SC389555

LV Monitors, Secondary Substations

SP Energy Networks SC389555

Dataset

CSV, JSON, XLSX, GPKG

SP Energy Networks SC389555

N/A

Creative Commons Attribution 4.0 International




image3.png
Substation Sites List X f in &
@ Information

Alist of all substations operated by Northem Powergrid, with transformer ratings and location data.
Dataset Identifier substation_sites_list
Downloads 4,967

Themes  Network
Keywords  Low Voltage (LV), High Voltage (HV), Extra High Voltage (EHV), Ratings, Transformer
License  Norther Powergrid Open Data Licence v1.0
Language  English
Modified 3 June 202510:29
Publisher  Northern Powergrid
Update frequency  Iregular

Follow | & Follow
By subscribing to this dataset, you can receive email notifications from the dataset's publisher if important changes happen.

Lastprocessing  3.June 2025 10:29 (metadata)
10 March 2023 11:02 (data)





image1.png
Icebreaker
One





image2.png




image8.png




